NHOOPMALIMOHHAA ITAMATKA
JJIA OBYYAIOLIIUXCA

C KaXXIbIM I'OJOM MOJIOJACKHN B HMHTCPHCTC CTAHOBUTLCA 6OJ'IBIHC, a IMKOJbHHMKU
OJHHN M3 CaMbIX AKTHUBHBIX M10JIb30BaTeIICH PYHeTa. Mexﬂy TEM, IIOMUMO OI'POMHOTO
KOJINYCCTBA BOSMO)KHOCTGfI, HHTCPHCT HECCT U HpO6JI€MI)I. OTa namsTkKa JOJIDKHa
ITOMOYb TeOe 0€301macHo HaXOOUTHCA B CCTH.

KomnbroTepHbie BUPYCHI

KomneioTepHblii BUpYyC - 3TO Pa3HOBUJHOCTh KOMIBIOTEPHBIX IMpOrpamm,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B
JOTIOJTHEHUE K 3TOMY, BHPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOKUTH BCE
(aiibl U JaHHBIE, TMOAKOHTPOJBHBIE IOJB30BATENI0, OT MMEHM KOTOpPOro ObuLIa
3alylIeHa 3apa)K€HHas IporpaMMa, a TaKKe IOBPEIUTh WIM JaXK€ YHUUYTOXKUTH
OIEpaIlMOHHYI0 CUCTEMY CO BceMH (ailaMu B 1esqioM. B OonblIMHCTBE ciydaeB
pacupoCTpaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MCTOI[BI 3aIIUThI OT BpECAOHOCHBIX ITPOIrpaMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMbI, UMEIOLINE CEPhE3HBIN
YPOBEHB 3aILUTBI OT BPEAOHOCHBIX IIPOTPAMM;

2.IlocTossHHO  ycTaHaBiuBail madtd  (uudpoBBIe  3alIaTKd,  KOTOPHIE
ABTOMATUYECKH YCTAaHABJIMBAIOTCA C LEJNbI0 JTOpaOOTKM MpPOrpaMmbl) U JApPYTHE
OOHOBJIEHUSI CBOEH onepaloHHON cucTeMbl. CkauMBail UX TOJIBKO C O(UIIHATBHOTO
caifta pazpabotunka OC. Eciam cymiecTByeT peKuM aBTOMAaTHUYECKOTO OOHOBIIEHUS,
BKJIKOYH €rO0;

3.Pabotaii Ha cBOeM KOMITBIOTEpPE IIOJ] MpaBaMH TIOJL30BATENsA, a HE
aIMUHHUCTPATOpPa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJJIUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Ucnionw3yi AHTUBUPYCHBIC porpaMMHBIC IPOTYKTHI W3BECTHBIX
IIPOM3BOJIUTEIICH, C aBBTOMATHYECKUM OOHOBJICHHEM 0a3;

5.0rpaanub PU3NIECKUA JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIHII,

6. cnons3yii BHeHUE HOCUTENM WMH(OpMAaIuu, Takue Kak ¢Jemka, IUCK WIn
(aiia U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

/. He oTkpbiBali KOMIbBIOTEpHBIE (ailyibl, TOJYyYECHHbIE W3 HEHAJECKHbIX
UCTOYHUKOB. J[axke Te Qailbl, KOTOpble MpHUCIal TBOM 3HAKOMBIN. Jlydie yTouHu y
HEro, OTIPAaBJISII JIM OH TeOe UX.

Cern WI-FI

Wi-Fi - 3T0 He BuI mepegaun JaHHBIX, HE TEXHOJIOIHs, a BCEro JIHMINb OPEHI,
mapka. Emie B 1991 romy Huaepianiackas KOMMaHHUS 3aperucTpyUpoBayia OpeH.



"WECA", 4uyto o6o3Hauano cioBocodyetanue "Wireless Fidelity", xoTopbrit
NepPEeBOUTCA Kak "OecrpoBOgHAS TOYHOCTD'".

Jlo Hamrero BpeMeHH Jonuia Apyras abOpeBuarypa, KOTopas sIBISETCS TaKOH XKe
TexHoJioruen. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha
CTaHAAapT BbICIIEH 3BykoBoW TexHuku Hi-Fi, uTo B mepeBoje o3HavaeT '"BBICOKas
TOYHOCTB".

Jla, OecrutaTHBIi MHTEPHET-JOCTYH B Kade, OTEIAX M a’poroprax SBISIETCS
OTJIMYHOW BO3MOXKHOCTBIO BBIXOJa B MHTEpPHET. HO MHOTHE DKCHEPTHI CYMTAIOT, YTO
obmenoctynubie Wi-Fi cetn He ABISIOTCS 6€30TIaCHBIMH.

CoBeThl 110 6€301aCHOCTH paboThI B 001e0cTymHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JHUHYI0 WHGOpMaNUI0 uyepe3 oOmemnocTymubie Wi-Fi
cetu. PaboTtas B HUX, KeJIaTEIBHO HE BBOJUTH IMAPOJIA JOCTYIIA, JOTHHBI M KaKHE-TO
HOMEpA;

2.Viconp3yil W OOHOBISH AaHTUBHPYCHBIE MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30TacuIllb ce0s OT 3aKauyKH BUpPYyca Ha TBOE YCTPOMUCTRO;

3.Ilpu ucnonp3oBannu Wi-Fi otkmioun ¢ynkmuio "OOmmit goctymn K daiinam u
npuntepam". JlanHas (QyHKOUS 3aKpbiTa O YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENIM aKTUBUPYIOT €€ Ui y100CTBa UCII0JIb30BaHUA B paboTe uiu yueoe;

4.He ucnonw3yit nyomuunbiii WI-FI g nepenaun TU4HBIX JaHHBIX, HAIIPUMED
JUTSI BBIXO/Ia B COIMATIbHBIC CETH WJTU B DJICKTPOHHYIO TIOUTY;

5. Mcnonp3yit Tonbko 3ammiieHHoe coeauHenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHo "https://";

6. B moOwibHOM Tenedone otkiaroun ¢yHknutoo "Tlogkmrouenne k  Wi-Fi
aBToMarndecku'. He momyckail aBTOMAaTHYECKOTO MOAKIIOUYEHUST YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cormacusi.

CounuajbHbIe CeTH

ConnasibHBIC CETH aKTUBHO BXOJAT B HAIly »XHM3Hb, MHOTHE JIIOJU pabOTaIOT U
KUBYT TaM MOCTOSTHHO, a B Facebook yke 3apeructpupoBan MuUuIMap] 4€I0BEK, YTO
SIBIISIETCSL OJIHOM CEObMOM BcCEX JKUTeded IniaHeTbl. MHOrme mnoJib30BaTeiad HE
MOHUMAIOT, YTO UH(pOpMAIs, pa3MEIIeHHAs UMH B COIUAJIbHBIX CETAX, MOXKET ObITh
HalJileHa ¥ WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJE HE 00s3aTeNbHO C OJlarumMu
HAMEPEHUSIMU.

OCHOBHBIEC COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpannyb ciucok Apy3ei. Y Te0st B Ipy3bsiX HE AOJKHO OBITh CAyYailHBIX U
HE3HAKOMBIX JIIOJICH;

2.3amminai CBOI YacTHYHO Xu3Hb. He ykaswiBaii maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHHUS M JIPYTyIO JIMYHYIO UH(POPMAIUIO. 3JI0YMBIIIIICHHUKHA MOTYT



HUCIIOJIB30BaTh AAaXKC I/IH(I)OpMaI_[I/IIO O TOM, KaK Tbl MU TBOHW POJUTCIN IJIAHUPYCTC
IMPOBCCTU KAHUKYIJIbBI,

3.3amuiai cBOX peryTanuio - JEp)XH €€ B YHCTOTE U 3ajaBail cebe BOIpPOC:
X0TeJ OBl ThI, YTOOBI IPyTHE MOJIB30BATEIM BUACIHN, YTO ThI 3arpykaemb? [logymait,
MPEXJE YEM YTO-TO OMYOJIMKOBATh, HAMUCATh U 3arPy3UTh;

4.Ecnu Thl TOBOpHUILL C JIOAbBMHU, KOTOPBIX HE 3HAaellb, HE HCIOJb3YH CBOE
peanbHOE MMS U JPYTYIO JIMYHYI0O MH(POPMAIMH: UMS, MECTO JKUTEJIbCTBA, MECTO
y4eObl U poyee;

5. M36erait pasmemenus ¢ororpaduit B MHTEpHETE, T/E ThI H300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO
OTIPEICTUTH TBOE MECTOIIOJIOKCHHE;

6. [Ipu peructpanuu B COLMATBHON CETH HEOOXOIMMO HCIOIB30BATh CIOKHBIC
MapoJiv, COCTOSIIUE U3 OYKB
u1@p U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE §;

7.J1n conuanbHOW CETH, MOYTHl U JIPYTUX CAUTOB HEOOXOIHMMO HCIIOJb30BaTh
passble nmaposu. Torna ecinu Te0s B3JIOMAlOT, TO 3JOYMBIIUIEHHUKH MOIYy4aT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

9JIGKTpOHHI)IC AJCHBI'H - OTO OYCHb YHO6HLIﬁ crroco0 HH&TGH(Cﬁ, OJHAaKO
CymeCTBYIOT MOIICHHHUKHN, KOTOPBIC XOTAT IMOJIYYUTH OTH JCHBI'U.

BHCKTPOHHBIG JACHBI'HU ITIOABUIIMCHh COBCEM HCAABHO M HMMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax J0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT U O HHX YK€ IPOMHUCAHO B 3aKOHE, IJIe UX
pa3IeNIioT Ha HECKOJIbKO BHUJIOB - aHOHMMHBIC M HE aHOHHWMHBIC. Pa3Huiia B Tom, 4To
AaHOHMMHBIC - O3TO T, B KOTOPBIX pa3pemraeTcs TMPOBOAUTH omepanuu 0e3
UJCHTU(GUKAIIMKN TI0JIb30BaTENsl, 2 B HEAHOHUMHBIX HICHTHU(UKAIUS ITO0TH30BaATESA
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke cruemyer pasnuyaTh — OJEKTPOHHBIE  (UATHBIE JIGHBIW  (paBHBI
rOCyJapCTBEHHBIM BallOTaM) M DJJCKTPOHHbIE HepUaTHBIE JACHBIM (HE paBHBI
roCyJJapCTBEHHBIM BaIIOTAM).

OcHOBHBIE COBETHI TI0 0€30TMacHON PabOTe C IMEKTPOHHBIMHU JICHBAMU:

1.TlpuBsbku K cueTy MOOWIBbHBINA TelaepoH. DTO camblii YAOOHBIA M OBICTPBHIN
Croco0 BOCCTAHOBUTH JOCTyN K cueTy. [IpuBsizaHHbli TenedoH MOMOXKET, €Cciu
3a0y/enb CBOM TUJIATSXKHBIA MMApoJib WIM 3aiJielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2.Ucnons3yit omHOpaszoBble maponu. [locine mepexoma Ha  yCHICHHYIO
aBTopuzaluio TeOe yxe He OyAeT YrpokaTh OIMACHOCTh KpaXXW WIIM IepexBaTa
IJIATEKHOTO MapoJIs;



3. Boibepu cnoxubiit maposns. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBIN
naposb. HanexHsle mapoiu - 3T0 maposid, KOTOPbIE COAEpkKAaT HE MEHEE 8 3HAKOB U
BKJIIOUYAIOT B C€0sl CTPOYHBIE M IPONUCHBIE OYKBbI, HU(PBI U HECKOJIBKO CHUMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, QyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4.He BBOJM CBOU JIMYHBIEC JAHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTPOHHAS MOYTA

DJIEKTPOHHAsl TOYTa - 3TO TEXHOJIOTHUS M TIPEIOCTABISIEMBIE €10 YCIYTd IO
MEePEChUIKEe U TOJYUYCHHUIO 3JIEKTPOHHBIX COOOIIECHUM, KOTOpBIE pacHpeAcisaioTcs B
KOMIBIOTEPHOU ceTU. OOBIYHO AJIEKTPOHHBIN MOYTOBBIA SITUK BBITJISIAUT CIACAYIOIIUM
oOpa3oM: UM MOJIb30BaTENA(@UMS_JIOMEHa. Takke Kpome Iepeaadyud MpOCTOro
TEKCTa, UMEETCsI BOBMOYKHOCTD TepeiaBaTh (haiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh MpaBUIIbHBINA TTOYTOBBIN cepBHC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOP OECIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIII€ JOBEPSITh TEM, KOTO 3HACIIh
Y KTO IIEPBbIA B PEUTUHIE;

2. He ykas3piBaii B JIWYHOW mouTe JUYHYI0 WHpopMmanwio. Hampumep, mydmie
BbIOpaTh "My3bIKaIbHBIN _(panaT@" unm "pok2013" BmecTo "Ttemal3";

3. Ucnonp3yii ABYXATANHYIO aBTOPH3AIMI0. DTO KOT/Ia TTIOMHMO IapoJisi HYKHO
BBOJIUTH KOJ, IPUCBLIaEMbIN 110 SMS;

4. BeiObepu CHOXHBIM TapoJib. JIJIsl KakJAOro IMOYTOBOTO SIIUKA JOJDKEH OBITH
CBOW HAJEXKHBIW, YCTOWUHUBBIN K B3JIOMY HapOJib.

5. Ecnu ecthb BOBMOXKHOCTh HalucaTh CaMOMY CBOUM JTUYHBIA BOMPOC, UCTIONB3YH
3Ty BO3MOXHOCTb;

6. Vcnionb3yi HECKOJIBKO MOYTOBBIX AMMKOB. [IepBBIif 111 YaCTHOW MEPETHUCKU C
agpecaTaMy, KOTOPbIM Thl JIOBEpsiellb. JTO OJJEKTPOHHBIA ajpec HE HaJo
UCIIOJIb30BaTh MIPU pErUcTpanivii Ha hopyMax U caTax;

7/.He oTkpbiBail (haitsibl U IpyTre BIOXKEHUS B MUChMaX, JTAXe €CIU OHU MPUIILTH
OT TBOMX JApy3el. Jlyule yTouHu y HUX, OTIIPaBJIsUIM JIM OHU TeOe 3TU (ailibl;

8.Ilocne okoHYaHUst pabOTHI HA TOYTOBOM CEPBUCE NEPE]T 3aKPHITUEM BKJIAIKHU C
caliToMm He 3a0yJp HaxaTh Ha "BeiiiTu".

Ku6epOyiimHr Wiin BUPTyaibHOE U3/1€BaTEIbCTBO

KubepOymmmHr - mpeciejoBaHre COOOIIEHUSIMH, COAEPKAIUMU OCKOPOJICHUS,
arpeccuio, 3aIyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.



OcCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYITMHTOM:

1. He Opocaticsa B 60ii. JIyummmuii crioco0: MOCOBETOBATHCS Kak ce0sl BECTU U, €CIIU
HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHAaYale YCIOKOWTHCS. ECIM ThI HadHENIb
OTBEUYaTh OCKOPOJICHUSIMH Ha OCKOpPOJIEHHSA, TO TOJBKO elle OOoblle pPa30xiKellb
KOH(JIMKT;

2.YupaBnsii cBoel kubeppenyraiuei;

3. AHOHMMHOCTBH B CETH MHUMaS. CYHIGCTBYI-OT CITOCOOBI BBIICHHUTDL, KTO CTOUT 34
AHOHHUMHBIM dKKaYHTOM;

4. He crTouT BeCTHM XYJMTaHCKUM o00pa3 BHUPTyaJdbHOW Ku3HH. MHTepHET
duKkcupyeT Bce TBOM JEHCTBHUS M COXpaHSET UX. YJanuTh uX OyJeT KpaiHe
3aTPyIHUTEIBHO;

5.Co0mroait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuanyHbii HeraTuB. OMHOPA30BbIE OCKOPOUTETBHBIC COOOIECHNUS
JydIie UITHOPUpoBaTh. OOBIYHO arpeccus MpeKpaiacTcs Ha HadaabHOW CTaInu;

/. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMHU COOOIICHUSMH, B
COIIMATILHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKUPOBKM OTIIPABKHM COOOIIEHHUN C
ONPENICIICHHBIX aJPECOB;

8.Ecnmu TeI cBumerens kubepOysumHra. TBoM AEMCTBHS: BBICTYMTH IMPOTHB
npecienoBaress, IOKa3aTh €My, 4YTO €ro JeHCTBUS OLICHUBAIOTCA HEraTUBHO,
HnoJJepXaTh JKEPTBY, KOTOPOH HyXHa IICHUXOJIOTHUYECKash MOMOIIb, COOOLIUThH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIN TesedoH

CoBpemeHHbIE cMapT(OHBI W IUIAHIIETHI COJAEPKAT B ceOe BIOJHE B3POCIHbIN
byHKIIMOHAN, ¥ TEmepb OHU MOTYT KOHKYpPUpPOBAaTh CO CTallMOHAPHBIMU
KoMIibloTepamMu. OJHAKO, CPEJCTB 3alIUTHI JUIsl MOAOOHBIX YCTPOMCTB MOKa OY€Hb
Majo. TecTupoBaHHE M MOUCK YSI3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak 1151 [1K, 1O ke camoe kacaeTcss U MOOUJIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWIIBHBIC Opay3epbl YXKe MPaKTHYCCKH JIOTHAIM HACTOJIBHBIC
aHaJIOTH, OJTHAKO paciiupeHre GyHKIIMOHANIA BICYET 32 COOOM OOJIBIIIYIO CIIOKHOCTD U
MEHBIITYIO 3aIUIIIEHHOCTD.

I[aJ'ICKO HC BCC TIIPOU3BOAUTCIN BBIITYCKAIOT O6HOBJ’ICHI/I$[, 3aKpPbIBAIOIIHEC
KPUTUYCCKUC YA3BUMOCTHU IJId CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€301TaCHOCTH MOOUJILHOTO TelieoHa:

- Huuero nHe sBisieTcst mo-HacTosimemMy OecruiaTHbIM. bysib  ocTopoxkeH, BEIb
Korja Tebe mpejyrararoT OecIyIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCITYTH;



- lymaii, npexae uem otnpaButh SMS, ¢oto wim Buaeo. Trl TOUHO 3HACIID, T]IE
OHM OyIyT B KOHEYHOM MTOre?

- Heo6x01mM0 OOHOBIISTE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
- Ucnionp3yit aHTUBUPYCHBIE TPOTPaMMBI JIJ1s MOOMIIBHBIX TeNe(hOHOB;

- He 3arpyxaii NpUIIOXKEHHUS OT HEU3BECTHOTO HCTOYHHMKA, BEJAb OHU MOTYT
coJiepKaTh BPETOHOCHOE MPOrPaMMHOE 00ECIIEYEHUE;

- Tlocne Toro kak ThI BBIMICIIb C CaiTa, TJI¢ BBOAWJ JIMYHYIO HH(OPMAIHIO,
3aiiIi B HACTPOMKHU Opay3epa 1 ynaimu cookies;

- Ilepuoanueckn mpoBepsi, KAaKUE IUIATHBIE YCIYTM AKTUBHPOBAHBI HAa TBOEM
HOMEDE;

- JlaBaii cBOif HOMEp MOOMIBHOIO Tee(OHA TOIBKO JIFOJAM, KOTOPBIX ThI 3HACILIb
Y KOMY JOBEpSICIIb;

- Bluetooth nomxeHn ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0b1Bait
MHOT/Ia IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOYHbBIC, 3aXBATHIBAIOIIUE Pa3BIICUCHUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK MO BeceMy MUpPY. Mrpoku mcCiaemayroT TaHHBIN
UM MHp, OOIIAFOTCS IPYT C IPYTOM, BEITIOIHSIIOT 3aaHM, CPAKAIOTCSA ¢ MOHCTPaAMH U
MOJIYYalOT OMNBIT. 3a YJOBOJILCTBHE OHHU IUIATAT: TMOKYIMAIOT JUCK, OIJIA4UBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAKHE-TO OTIIHH.

Bce oty cpenctBa uayT Ha MOJJEp)KaHUE W PA3BUTHE WUTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl aBTOPHU3AIMM, BBITYCKAIOTCS HOBBIC
natuu (Hu(poBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momo6GHBIX Urpax CTOMUT omacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO
KpaXd TBOETO IMapoJjs, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Ecnmu gpyroit urpok BeAeT ceOsl MIOX0 WM COo37acT TeOe HENmPHUSITHOCTH,
3a0JIOKUPYH €r0 B CIIMCKE UTPOKOB;

2. Tloxanyiicss aIMUHHCTPATOpaM WIPhl Ha TUIOXO€ IMOBEJIEHHWE JTOTO HUTPOKa,
AKEJIATEIbHO MPWIOKUTh KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

3.He yxa3piBail muuHyo nHGOpManuio B podaiisie urpsr;
4.YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5.He ycranaBnuBail HeouilMaabHbIC MATYU U MO/IBI;



6.Vconb3yii CI0KHBIE U Pa3HbIE TAPOJIH;

7. laxke BO BpeMs WIPhl HE CTOUT OTKIIOYaTh aHTUBUpYC. [loka Thl urpaemis,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

@OUINUHT WIH Kpaika JINIHbIX JaHHbIX

OOBIYHOM KpaKel JeHeT U JOKYMEHTOB CETOAHS y)K€ HUKOT'O HE YIWBHIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHM 3JI0YMBIIUICHHUKH MEPEMECTUIINCh B UHTEPHET, U
IIPOJIOHKAIOT 3aHUMATHCS "' TIOOUMBIM" JIEJIOM.

Tak nmosiBHIIach HOBasi yrpo3a: HHTEPHET-MOUICHHUYECTBA UM (DUIIMHT, TTIaBHAs
[eJIb KOTOPOTO COCTOUT B MOJMyYEHUU KOH(PHUACHIMATBHBIX JAHHBIX MOJIh30BaTENIEH -
JOrMHOB U mapojei. Ha anrmumiickom s3pike phishing unrtaercs kak QuiuuHr (OT
fishing - peiOHast noBs1, password - apoJb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1.Cnenum 3a cBomM akkayHTOM. Eciu ThI MOj03peBaeiib, 9TO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUThH aAMUHUCTPATOPAM pecypca
00 3TOM Kak MO>XKHO CKOpPEE;

2. Ucnonb3y#t Oe3omacHbie BeO-CalThl, B TOM YHCIE, WHTEPHET-Mara3MHOB H
IIOMCKOBBIX CUCTEM;

3.Ucnone3yit crnokHble M pa3Hble mapoiu. Takum oOpazoMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
pouIIIo B CETH, a HE KO BCEM;

4. Ecnu Tebs1 B3JIOMaJId, TO HEOOXOJAMMO IPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE H00aBIEHBI Y TE€OS B IPY3bsAX, O TOM, YTO T€Os B3JIOMAalK U, BOBMOXHO, OT
TBOET0 UMEHHU OYyJIeT pacChlIaThCs CIlaM U CCHUIKM Ha (PUIIIMHTOBBIE CANTHI;

5.¥YcranoBu HaaexHbIi napois (PIN) Ha MOOMIBHBIN TeNne(OH;
6.0TKII04M COXpaHEHUe TapoJis B Opaysepe;

7.He oTkpsiBait (paitsibl U Ipyrre BIOKEHUS B MMMCbMaX, JAXe €CIU OHU MPUIILIN
OT TBOUX Jipy3el. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Mudposas penyramus

[udposas penyranus - 3T0O HEraTUBHAS WM MO3UTUBHAS MH(GOPMAIIUS B CETH O
tebe. Kommnpomerupyromas wuHbopMalus, pa3MelIeHHass B HWHTEPHETE, MOXET
Cepbe3HBIM 00pa30M OTPa3UThCS Ha TBOEH peanbHOU xu3HU. "[{udposas penyrauus" -
ATO TBOM UMUK, KOTOPBINA (popmMupyercsa u3 uHpopManuu o Te0e B UHTEPHETE.

TBoe MecTo JKHUTCIBCTBA, y‘le6BI, TBOC (I)I/IHaHCOBoe ITOJIOKECHUCEC, OCOOCHHOCTH
XapaKTepa U pacCKa3bl O ONM3KHUX - BCE ATO HAKAILJIMBACTCS B CETH.



MHorue mnOAPOCTKA JETKOMBICIEHHO OTHOCSTCS K MyOJMKaluMyd JIMYHON
uHdopmanuu B MHTepHeTe, HE MOHUMAsh BO3MOXKHBIX MOcieACTBUU. Thl naxe He
CMOXKEIIb J0rafatbcs O ToM, uTo ¢oTorpadus, pasMelieHHas 5 JeT Hazaj, craja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KomMmenTapuu, pasmemnienue TBoux (ortorpaduii u aApyrue AeUCTBUS MOTYT HE
VCYE3HYTh )K€ IOCIIE TOr0, KaK Thl UX YAAJIHIIb. ThI HE 3HACUIb, KTO COXPAHUI ITYy
uHpOpMaIMIO, TOMaja JIM OHAa B IOMCKOBBIE CHCTEMBbl U COXpaHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O Te0e OKPYXAIOLIUE JIFOJH, KOTOPbIE HAWIYT U YBUAAT 3TO.
Haiitn wHOpMaIuio MHOTO JIET CIyCTS CMOXET 00 - Kak Hu3 J00phIX
noOyKJI€HUH, TaK U C HAMEPEHUEM MPUUUHUTD BPEA. ITO MOXKET ObITh KTO YIOJIHO.

OCHOBHBIE COBETHI 1O 3aIIUTE LUPPOBON PENMYTALINH:

1. [Moxgymaii, mpeskJie YeM YTO-TO IMyOJIUKOBATh U MEpe/laBaTh y ceOs B O6JI0Te WU
B COLMAJIBHOW CETH;

2. B HacTpoiikax npoduisi ycTaHOBU OTpaHUYCHHS Ha TPOCMOTP TBOETO MPOdHIIs
U €ro COAEPKUMOTO0, CAEIal ero TOIbKO "I 1py3en’;

3. He pa3memaii u He yka3piBail H”HGOPMAIIKIO, KOTOPask MOXKET KOTO-THO0
OCKOPOJISITH UM OOUKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE TKOTBPHUKHY - AaKTUBHBIE MTOJIH30BATEIN ITU(POBOTO MPOCTPAHCTBA.
OmgHako [Jajleko HE BCE 3HAIOT, YTO II0JIb30BAaHHE MHOTMMHM BO3MOXKHOCTSIMH
1idpoBoro mupa Tpedyer coOM0IeHNS MPaB Ha HHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTE/IEKTyaldbHass COOCTBEHHOCTH' OTHOCHUTCS K  Pa3IUYHbIM
TBOPEHUSIM YEJIOBEUECKOIO0 yMa, HayuHas C HOBBIX M300pETEHHWM U 3HAKOB,
0003HaYaIONMUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTd, U 3aKaH4YMBasi KHUTAMH,
dboTorpadpusiMu, KUHOQUIEMaMH U MY3bIKQIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HWHTEIUICKTYyaJbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEACHUS HAYKH, JUTEpPATypbl MU HMCKycCTBa. ABTOPCKHME ITpaBa BBICTYNAIOT B
KaueCcTBE TapaHTUM TOTO, YTO MHTEIJIEKTyaIbHBIA/TBOPUECKUN TPy aBTOpa HE OyIeT
HaIpacHbIM, JACT €My CIpPaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTarax
CBOEro Tpy/a, MOJIYYUTh U3BECTHOCTh W Mpu3HaHue. Hukro 6e3 paspereHus aBTopa
HE MOXET BOCIPOU3BOAUTH €ro MPOU3BEJCHHE, PACIPOCTPAHATh, MYOIHMYHO
JE€MOHCTPUPOBATh, IMpOJlaBaTh, HMIIOPTUPOBATh, IYCKaThb B MPOKaT, TyOJIUYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B dUpe Uiu pazmeniats B UuTepHeTe.

Hcnonp3oBanre "MUpaTckoro' MmporpaMMHOTO OOSCIIEYCHHS] MOXKET MPUBECTU K
MHOTHUM pPHUCKaM: OT TOTEpPH JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKH TBOETO
YCTPOMCTBA, T/Ie YCTAaHOBJIEHA HellerajibHas mporpamMma. He ctouT Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJdbHbIE W OECIIATHBIE MPOTPAMMBI, KOTOPHIE MOXKHO HAWTH B
CETH.



O noprane

CereBu4oK.p( - TBOHM TJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU MOHATHBIM W JOCTYIHBIM S3BIKOM, @ IPU BO3HUKHOBEHUH
KPUTHYECKOM CUTyallud OOpaTUThCS 3a COBETOM. A TakkKe NPUHATH yYacTue B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PaKIaHUHOM !



